
GET A DEMO

Never Lose Critical Files 
to a Ransomware Attack
Enhance business continuity and reduce downtime 
with Ransomware Rollback        

With one click, instantly revert files to their original state after a ransomware attack  

and ensure normal business operations are up and running without any loss of time, 

money  or data.

• Go back in time with Ransomware Rollback and quickly recover   

ransomware-encrypted files, ensuring business operations continue to run   

as if nothing ever happened.      

Quick and efficient file recovery      
• By tracking changes to users’ files in real time, Ransomware Rollback provides you 

with the ability to restore files to their original state, enhancing your resilience against 

cyberattacks.   

• Ransomware Rollback Desktop Application is easily and instantly installed on 

managed devices that have Datto EDR and Ransomware Detection, improving your 

security posture right away.   

• Ransomware Rollback allows you to revert multiple files at once, ensuring data 

remains safe no matter the scale of your organization.         

• Easily monitor tracked changes through the Rollback Desktop Application. Access all 

the reverted files and view the file name, file size, update time  and date at a glance.  

Getting Started      
Ransomware Rollback is available as part of Ransomware Detection, a free add-on  

to those who subscribe to Datto EDR.     

Learn more about this feature and how to set it up in this Knowledge Base article.     

Not a Datto EDR partner yet? Get a demo! 

About Datto EDR and 
Ransomware Detection 

Datto EDR is an easy to use, 

advanced endpoint detection 

and response solution that 

detects evasive cyberthreats 

quickly, enabling timely 

response and remediation 

before damage is done.

Datto EDR’s Ransomware 

Detection monitors for 

the existence of 

crypto-ransomware on 

endpoints  by using proprietary 

behavioral analysis of files. 

Strong Security  
Made Simple
Once ransomware is detected, 

Datto EDR alerts you, isolates 

the device and attempts 

to stop the ransomware 

processes to keep the infection 

from spreading. When paired 

with Ransomware Rollback, 

Ransomware Detection with 

Datto EDR offers a powerful 

early warning and rapid 

recovery system against 

malware.  

Interested to
learn more?

https://www.datto.com/request/datto-edr/
https://edr.datto.com/help/Content/4-respond/ransomware-rollback.htm
https://www.datto.com/request/datto-edr/
https://edr.datto.com/help/Content/3-analyze/ransomware-detection.htm
https://edr.datto.com/help/Content/3-analyze/ransomware-detection.htm

